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1. Name of System and ESIG Category:  Enterprise System

2. Letter from the Executive Administrator:  See Attached

3. One Page Summary:
Under a $600,000 Urban Areas Security Initiative Grant, the KCI team worked with members of 

the Metropolitan Washington Council of Governments to transform the Department of Homeland 

Security’s Virtual USA (vUSA) pilot data sharing initiative into a robust, secure data brokerage that met 

the needs of the 22 individual jurisdictions and numerous agencies that operate within the National Capital Re-

gion (NCR). The result was a geospatial data exchange (GDX), the first of its kind, that streamlines data sharing across the 

region and allows planners and emergency managers access to the information they need to make real-time and possibly 

life-saving decisions.

Ranked the seventh largest metropolitan area in the country, the region includes eight surrounding counties and 13 

(8+13=21) cities and towns and is home to more than 5.5 million people. Buy-in was essential among the various stake-

holders. The team had to overcome the old-school mentality of relying on e-mail and CD transfers as well as a general 

reluctance to share. KCI worked with each of the main 22 jurisdictions represented on the Metropolitan Washington 

Council of Governments, along with a multitude of federal agencies and regional organizations, to identify individual 

needs, communicate the benefits of the exchange, and explain how the system works, specifically that the program is not 

another viewer or application, but instead a bridge between agency data. The linkage takes the form of a Flex widget or 

ArcGIS desktop toolbar that can be plugged into existing jurisdictional application(s). Once logged in, users can view data 

feeds they wouldn’t otherwise have access to in their native system(s).

Many of the state, local and federal government agencies required a higher level of security than offered through the De-

partment of Homeland Security pilot of vUSA. To address these needs GDX shares data via both the Internet and the more 

private NCRnet, and also allows users to define at an individual level to whom access is given for each data set. Members 

can pick and choose up and down the federal, state, local, private, regional, or event/response-driven distribution chan-

nels. Users can also set time limits for data availability.

Officially launched during the summer of 2012, the exchange has made critical contributions during emergency opera-

tions related to Hurricane Sandy and during the Presidential Inauguration. Throughout the storm, emergency manage-

ment operations centers and jurisdictions were able to quickly access the information they needed to make timely deci-

sions. Information that was shared included power outages, storm surge models, road closures, precipitation radar, and 

shelter locations. For Inauguration Day, more than 60 agencies ranging from top federal security and facilities operations 

to local police were able to access and share data to assist in managing the estimated one million attendees.

Until the GDX, no place existed where everybody who has an interest in what’s happening in the NCR could discover, 

publish and consume  data. Upon launch, the GDX became the nation’s first operational node in what could become a 

virtual network across the country. Interest outside the region is growing exponentially, and the team has received requests 

to join the exchange from jurisdictions outside the NCR region including Delaware, Maryland, Virginia and West Virginia.

4. User Testimonials: See Attached

A. System
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URISA 
 
To whom it may Concern: 
 
The Maryland Department of Information Technology provides many IT services for the Maryland 
Emergency Management Agency (MEMA) and in particular Geographic Information Systems (GIS) and 
mapping support.  DoIT also developed and maintains situational awareness tools that enable both 
emergency management officials and the public to better visualize events before, during and after 
natural and man-made disasters.  
 
Maryland has supported and been an active partner in the National Capitol Region’s (NCR) effort in 
developing a tool to better enable sharing geospatial data within a secure environment.  This geospatial 
data exchange system, known as the NCR Geospatial Data Exchange hub (NCR GDX), was released for 
use in time for the presidential inauguration in 2012.     
 
Several severe storms in the summer and fall of 2012 underscored the value and timeliness of the NCR 
GDX.  The derecho storm that struck Maryland and northern Virginia in late June proved how critical it 
is to map power outages in relationship to vulnerable populations – people in need of basic services.  
The maps and mapping information, such as power outages by zip code, were made available to the 
region via the NCR GDX.  By quickly posting information about the maps and map services DoIT and 
MEMA produced, local governments and our partners in Virginia and the District of Columbia had 
access to the same data Maryland was using to assist the public in need.  Super storm Sandy created 
widespread damage, power outages and coastal flooding in Maryland and our neighbors to the north.  
Damage in Ocean City and Crisfield was significant with evacuations and sheltering required.  The 
GDX was used again to share maps and map services across the region, such as Civil Air Patrol images 
post-storm.   
 
Communication, collaboration and sharing information before, during and after emergencies is critical to 
ensuring public safety and minimizing property damage.  The NCR GDX has proven its worth several 
times over during 2012 alone.  With the planned enhancements for 2013, it will become even more 
valuable.  It will become a model for discovering and sharing geospatial data among emergency 
managers and first responders all across the country. 
 
Sincerely, 

 
Kenny Miller 
Deputy Geographic Information Officer 
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Amy Lambert

Subject: FW: URISA ESIG Award Extended to May 10th

  
Mr. Horne: 
  
Thank you for the opportunity to sing the praises of the GDX to all who will listen.  Below is my 
unfettered assessment of the value of the GDX to the JFHQNCR COP team. 
  
Services provided by National Capital Region Geospatial Data Exchange (NCR GDX) have been
an indispensable asset to Joint Forces Headquarters National Capital Region (JFHQNCR) mission.
The GDX has enhanced collaboration amongst common operational picture managers in the most 
governmentally diverse area in the nation.  This synergy has resulted in both reduced labor and
costs, diverged the quality of data available to our stake holders, and reduced duplications of effort
between component commands.  We have utilized the GDX for every major event involving the
Department of Defense in our joint operations area since we've been aware of its existence, and
have been increasingly receiving requests to access its services from our military partners.  Its 
sustainable growth has made it an ever increasingly essential toolset for our geospatial community. 
  
Sincerely, 
  
SCOTT M. CHERRY, SSgt, USAF 
GIS | COP Manager 
Joint Force Headquarters - National Capital Region Fort Lesley J. McNair, 
Washington DC 20319 
Comm: (202) 685-3389 / DSN: 325-3389 / SCIF: #3029 
Fax: (202) 685-2801 / DSN: 325-2801 
NIPR (Unclassified): scott.m.cherry.mil@mail.mil SIPR (Classified): 
scott.cherry@jfhqncr.northcom.smil.mil 
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B. Jurisdiction
1. Name of Jurisdiction:    Metropolitan Washington Council of Governments

2. Population Served by the Organization/Agency:  5.5 million

3. Annual Total Budget for Jurisdiction:    $26.5 million (FY 2014)

4. Name, Title, and Address of Chief Elected or Appointed Official
Karen Young, Board Chairwoman

777 North Capitol Street, NE, Suite 300, Washington, DC  20002

5. Name, Title, Address, Telephone, Fax, and E-mail for Contact Person for System: 
Robert Horne, GIS Committee Chair, 

2720 Martin Luther King Jr Ave SE - WRTAC/HSEMA, 2nd Floor - Washington, DC 20032

p: (202) 465-6735, f: (202) 962-3202, robert.horne@dc.gov

C. System Design
1. What motivated the system development? 

The development of the NCR GDX was motivated by the need to share data vertically between all levels of govern-

ment (federal, state, regional and local) as well as horizontally between neighboring local jurisdictions (county, city, 

town).  

In the past, data was emailed, cut to DVD or uploaded to a FTP site for distribution; however as soon as the data was 

provided to the requester, the data became obsolete.  Neither the requestor nor the provider had any mechanisms in 

place to provide updated data on a regular basis through an automated means.  Data was only sent out as requested 

and any following updates were not available until another request was made.  In addition, data that needed to be 

securely transferred because of sensitive information was not able to be electronically transferred and therefore had to 

be hand carried or delivered which was time consuming and cumbersome.

Many jurisdictions were found to have their own robust native applications and viewers in place; however, there was 

no easy way to ingest data sources from other jurisdictions into their own application and viewer environments.

In 2011, a UASI grant was awarded for the implementation of a data exchange that would facilitate the publication, 

discovery and consumption of live data feeds between data exchange members.
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2. What specific service or services was the system intended to improve?
The system was designed to improve the ability for users to publish, discover and consume live data feeds being 

shared by partners for use in both emergency response and steady state activities.  Through the development of an 

additional flex widget and ArcGIS Desktop toolbar, users can also consume data feeds being publishing through the 

NCR GDX into their own native flex viewer or ArcGIS desktop for further analysis, map creation, etc.  

3. What, if any, unexpected benefits did you achieve? 
The stakeholder coordination, training and subsequent user work sessions have developed a very robust user com-

munity that is made up of representatives from a variety of government, private and non-profit entities.  Collaboration 

across these different levels and types of entities enabled invaluable input and feedback that has resulted in a solu-

tion that meets the needs of many.  The depth and robustness of the communication that has occurred has been an 

unexpected benefit that not only has enhanced the NCR GDX outcome but has created a strong user community in 

support of facilitation of data sharing.

4. hat system design problems were encountered? 

Challenges encountered in the system design process included redundancy and added security through the NCRnet 

private network, incorporation of additional security protocols and identity access management.

In addition to providing access to the NCR GDX over the Internet, there is the capability to publish web services only 

on the NCRnet, a private fiber backbone for NCR jurisdictions.  The inclusion of the NCRnet with different access 

and consumption permutations between NCRnet jurisdictions and non-NCRnet jurisdictions has been a challenge in 

both network design as well as system design.

Additional security protocols were requested by users in order to secure their live map services on the Internet includ-

ing ArcGIS Server token authentication and other URL masking techniques.  Users are now given the option to mask 

their source URL or publish it as is in the library structure.

Finally, many of the NCR jurisdictions have their own LDAP and Active Directory implementations. The integration 

of access to these many implementations in order to authenticate users was a challenge as many of the NCR GDX us-

ers were not included in these implementations.  Upon login, split logic was implemented in order to take advantage 

of LDAP authentication if the user was included, but also to support an additional login database for NCR GDX for 

the other non-LDAP users.

5. What differentiates this system from other systems? 
There are not many other similar systems in place at this time.  The NCR GDX is a node from the DHS S&T Virtual 

USA program and mirrors the same design as well as shares a common codebase.  

ArcGIS Online also provides some of the capability to share web maps between groups; however, it does not currently 

allow the creation of additional sub-groups, nor support many of the non-ESRI formats such as kml/kmz, GeoRSS, 

RSS, JSON, WMS and WFS that NCR GDX supports.  

Other engines provide similar discovery of data functionality; however, they do not have components such as the 

NCR GDX Flex and Silverlight widgets that can be integrated directly into native applications for direct ingesting of 

data feeds.
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D. Implementation
1. What phases did you go through in developing the system? 

Although our starting point was using the Virtual USA platform, we went through an extensive stakeholder require-

ments process in order to review the Virtual USA platform and identify additional requirements or functionality 

needed in order to meet the needs of NCR jurisdictions.  Once requirements were completed, we moved to a system 

design phase which focused on the incorporation of the new requirements into the database model, user interface and 

codebase.  

In addition, an entirely new hosting environment needed to be designed to support access via both the Internet as 

well as NCRnet using equipment from a previous regional grant.  Our team worked with the colocation and NCRnet 

teams in order to configure and deploy the NCR GDX to a hosted infrastructure solution. 

Development activities occurred with changes to the database, user interface updates and coding in order to integrate 

the new requirements.  The source code was stored in our SVN repository and bugs/issues tracked in Redmine’s issue 

tracking system.

A comprehensive test plan was developed to support the testing activities as well as for future rollouts.  Revisions 

were deployed to the staging environment for rigorous unit, system and integration testing in order to ensure that the 

site was functioning as expected.  Once acceptance testing passed, the revised site was pushed to the production site.  

Finally, user documentation was development and updated as well as training materials that are used for the quarterly 

hands on training sessions.

2. Were there any modifications to the original system design? Why? What? 
The majority of the modifications to the original system design focused on networking issues and not codebase issues.  

There were additional configurations that needed to be resolved in order to support both access via the Internet as 

well as NCRnet.  A sister project was also being run in parallel related to a centralized LDAP service that would then 

connect to the 22 NCR jurisdictions.  We did not have information at the beginning of the project to incorporate 

requirements nor considerations into our design.  Therefore once that initiative was ready to execute a pilot, we modi-

fied our design to support logins to the system via either a NCR GDX login or an LDAP account through the user’s 

home jurisdiction.
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E. Organizational Impact
1. What user community does the system serve and how?  

The user community that the system services focused on all MWCOG member jurisdictions including:  District 

of Columbia, MD-Bladensburg, MD-Bowie, MD-Charles County, MD-College Park, MD-Frederick, MD-Frederick 

County, MD-Gaithersburg, MD-Greenbelt, MD-Montgomery County, MD-Prince George’s County, MD-Rockville, 

MD-Takoma Park, VA-Alexandria, VA-Arlington County, VA-Fairfax, VA-Fairfax County, VA-Falls Church, VA-Loud-

oun County, VA-Manassas, VA-Manassas Park and VA-Prince William County.

In addition to the member jurisdictions, users from the federal, state and regional communities participate in work 

sessions, data sharing and collaboration activities.   Some of these include: 

In total, the GDX is used by more than 307 users working with more than 400 feeds.

The main portal is accessed through a standard browser at https://gdx.ncrnet.us.   Data is served either through the 

public Internet or the private NCRnet.  A flex viewer mapping application is available on the main portal site for basic 

data display.  In addition, users can download and install a flex widget for their own flex application or an ArcGIS 

Desktop toolbar for use in ArcGIS Desktop to access and consume data feeds into their own applications and viewers.  

District of Columbia

WRTAC

DC MPD

DC FEMS

HSEMA

DCGIS

State of Maryland

MCAC

MEMA

MDTA

MDOT

Charles County

Frederick County

Frederick City

Montgomery County

City of Rockville

City of Gaithersburg

City of Takoma Park

Prince George’s County

City of Bowie

City of College park

City of Greenbelt

City of Laurel

Town of Bladensburg

Commonwealth of Virginia

NVRIC

VDEM

VITA

City of Alexandria

City of Fairfax

City of Falls Church

City of Manassas

City of Manassas Park

Arlington County

Fairfax County

Loudon County

Prince William County

Stafford County

Town of Vienna

Non-Jurisdictional Partners

NVERS

Towson University

University of Maryland

Johns Hopkins University

Amtrak

HIDTA – Baltimore

MATOC

MWAA

WMATA

WSSC

Federal Participants

NOAA

JFHQNCR

DTRA

NGB

Pentagon Force Protection

Military District of Washington

DHS – S&T

DHS – FEMA

DHS – NCRC

FBI

US Park Police

US Park Service

GSA

US Capitol Police
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2. What are the ultimate decisions/operations/services being affected? 
If appropriate, provide a few examples including, but not limited to: screen input/output forms, paper products, or 

other descriptive graphics.  Planning for large events (inauguration) and catastrophic emergencies (blizzard) can now 

take place with the most accurate and far reaching data available to the NCR, not just an individual jurisdiction.  For 

events that are scheduled in advance, data can be created and shared among jurisdictions for more comprehensive 

planning.  During emergency events, data can be created and shared among a larger community through one-click 

sharing rather than having to send it out to a distribution group. Examples include:

Steady State Activities – During normal business operations, entities are encouraged to post data feeds to the NCR 

GDX in order to help pre-planning for events and emergencies.  In this image, evacuation routes are accessible for 

multiple jurisdictions.  Once up and displayed, jurisdictions could then re-assess the routes based on the neighboring 

jurisdictions evacuation routes.
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Hurricane Sandy – As the hurricane approached, staff posted data links from NOAA, USGS, FEMA and other 

agencies that would become important during a storm event that included weather, radar, stream gauges, wind 

probabilities, etc.  In addition, Maryland created new data feeds for power outages, early voting centers, and storm 

inundation that were shared with the GDX community.  Maryland had worked with the local power companies to 

compile a single data feed with power outages by zip code.  Now through the sharing mechanism created by the 

GDX, jurisdictions could view mission critical situational awareness data in the GDX flex viewer, their own viewer 

or use the feeds in ArcGIS Desktop.
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Inauguration 2013 – The Presidential Inauguration usually involves more than 50 organizations in the DC area 

including local, state and federal entities.  Each entity maintains its own assets and significant coordination is required 

for asset placement and crowd management. They all have their own assets and there is a lot of coordination as to 

where the assets, boundaries, etc. go.  In previous years, data has been drawn on paper maps, converted to digital 

features and physically delivered (i.e. sneaker net) to the various agencies with tight security for review.  For this 

inauguration, several agencies posted their own asset data through the GDX and others provided digital files that were 

then posted by the D.C. government.  The key success was that it was all available through the GDX from everyone’s 

own location without having to physically transfer the data.  Through GDX, a separate “inauguration” group was 

created where data was shared with vetted members of the event.  Updates made to the separate data feeds would 

instantly be refreshed on the users’ systems, and updates could happen more quickly and in a much better collabora-

tive spirit.  This resulted in higher quality data, increased availability and the ability to incorporate the data into user 

applications and viewers.
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Public Space Planning – There is a limited amount of real estate around the National Mall and a large number of 

agencies competing for space.  The ability to capture and share asset locations and still vacant public space is impera-

tive to large event planning.  Ownership of public space is widely distributed also and coordination with a central 

permitting group with access to all public space stewards save countless hours in coordination efforts.

Virginia WebEOC Map Viewer – Prior to the inauguration, the inauguration dataset being shared through the 

GDX was included in Virginia’s WebEOC map viewer.  This was the first time that pre-planning data between 2 dif-

ferent jursidictions was integrated into each jurisdictions native application and allowed for collaborative planning on 

routes and facilities.
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3. What were the quantitative and qualitative impacts of the system? 
From its inception, the user membership of NCR GDX has grown from 25 users to now just more than 300 users.  

Although these numbers may seem low across 22 jurisdictions, the GDX isn’t an end user application but a data 

exchange that is accessible from applications.  Therefore the majority of the user accounts are data stewards from the 

jurisdictions publishing data as well as the IT/GIS folks accessing the data feeds.

As far as data feeds being published, there are now more than 230 data feeds representing more than 600 feature 

classes being shared among the jurisdictions.  Some of those feeds include 10-20 individual features themselves 

within one feed.  Over 80 feature sets for the inauguration dataset were published in just one data feed in January of 

2013.  The legend of these features is shown below:

The legend of shared data for the 2009 inauguration included only nine features and were not shared electronically.

For steady state operations, the GDX has proven valuable in transportation and emergency response planning and in 

relationship building between jurisdictions.  The GDX has been touted by emergency managers and event coordina-

tors as having “a positive effect on the success of the Inauguration.”

4. What effect has the system had on productivity?  
Collaboration across jurisdictional boundaries has increased as well as communication and collaboration between lo-

cal, state and federal partners.  The time it takes to discover the data has been greatly reduced by relying on the GDX 

to collect data linkages from the region in one place.

Gone are the days of sneaker-netting data and products between neighbors.  The GDX allows for collaborative data 

and product development where communication was historically nonexistent.

5. What, if any, other impacts has the system had?  
Until the GDX, no place existed where everybody who has an interest in what’s happening in the NCR could share 

data. It creates an opportunity with limited cost for people to really be engaged and come up with a regional or even 

broader plan. The GDX is not only a data exchange, but also a communication tool. Data can be shared not just with 

one or two agencies, but multi-jurisdictionally, and up and down and across each governmental hierarchy, so that if 

there was an incident, the response time would be reduced and the ability to communicate the best data available 

would be there in real time. The taxpayers are safer because of that, and the NCR is positioned to be better prepared 

for catastrophic events through the resultant coordination with the greater Mid-Atlantic region.

GDX also provides a level playing field among jurisdictions of various sizes. It offers a secured data sharing vehicle 

that enables those participating members with limited resources to share data throughout the exchange, allowing 
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them the same access as their larger more resource-rich neighbors. Because no new applications are required, there is 

no initial cost.

The success of the GDX has captured the attention of the DHS, FEMA and the state and local jurisdictions outside of 

the NCR.  Interest outside the region is growing exponentially, and the team has received requests to join the ex-

change from jurisdictions outside the region in Delaware, Maryland, Virginia and West Virginia.

6. How did the system change the way business is conducted with and/or service delivered to clients? Give specific examples comparing the 
old way with the new way.  
The evolution of the development process has allowed for the delivery of information in a vastly reduced time with 

better collaboration and with a much greater level of confidence in the underlying data.

Old way:  Data created for events and physically sent to data requestor.

New way:  Data created or updated in a live map service and data requestor always has access to the most up to date 

data through a live feed.

Old way:  State creates data and publishes location of map service to a select distribution list.

New way:  State publishes data to the GDX and all GDX users are able to discover and consume the data for their 

use.

Old way:  On collaborative events, event staff get together physically with paper maps to determine location of vari-

ous assets.

New way:  Asset location data is published to the GDX and event staff can review from their desktop, make changes 

to their own published data and discuss collaboratively from remote locations.

Old way:  Users needing data trolled federal, state and local websites looking for links to live data.

New way:  Users can login to the GDX and discover datasets through keyword searches as well as by name or orga-

nization.  

Old way:  When data was located, users downloaded static data and used in mapping and analysis.

New way:  Through the use of publication of live map services, the user is now using the latest and greatest pub-

lished data without having to download a “refresh”.
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F. System Resources
1. What are the systems primary hardware components? Give a brief list or description of the hardware configuration supporting the system. 

The production and staging environments are physically supported by the following hardware components:

•	 2 Dell 610 Servers

•	 1 Dell EqualLogic PS9000

•	 1 Bluecoat reverse proxy appliance 

The following is our current system architecture:

2. What are the system’s primary software components? Describe the primary software and, if a commercial package, any customizations 
required for the system. 
The software utilized by the system includes:

•	 Windows Server 2008, R2 Web Server Edition - standard

•	 Microsoft’s Internet Information Server  7.5 – standard

•	 Microsoft’s SQL Server 2008 R2 – standard

•	 VMware’s vSphere  4.1 - standard

•	 ESRI’s ArcGIS Server 10.1 Enterprise Advanced - standard

•	 Department of Homeland Security’s vUSA application code – custom ASP.NET application
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3. What data does the system work with? List and briefly describe the database(s). 
The application relies upon both a RDBMS (SQL Server) as well as ESRI’s file geodatabase data structures.  The SQL 

Server database is the main data store for:

•	 User membership including user name, password, organization, contact information, profile, roles, 

preferences, etc.

•	 Organization or entity hierarchy.

•	 Data feed shares including the source URL, associated metadata, user share privileges and point of 

contact information.

The ESRI file geodatabase structure is used when users are in need of the NCR GDX to actually create and serve a 

map service for the publication of data.  This might happen when a jurisdiction doesn’t have the capability to serve 

map services or in an emergency, a user needs to get data published up to the GDX in a short time frame.  In these 

cases, geodatabase files are created through the toolbar on the user end, uploaded to the GDX environment where a 

map service is then created for use to the user to share with other users.   

4. What staff resources were required to implement the system? (i.e. report approximate staff and consultant time as FTE’s). 
The initial deployment of the system happened within eight months from requirements to the actual deployment 

stage.  During this time with various stakeholder and development activities, the following staff or consultants were 

involved in the process:

•	 Government

•	  Project manager (0.5 FTE)

•	 Network engineer (0.25 FTE)

•	 Consultant

•	 Project manager (0.5 FTE)

•	 Business analyst (0.5 FTE)

•	 Network engineer (0.25 FTE)

•	 Solutions Architect / Developer (1.5 FTE)

5. Comment on anything unusual about the resources used to develop your system, such as data, software, personnel and financing. 
The biggest challenge resource-wise was the network connectivity challenges in setting up at a new co-location facility 

as well as the connectivity between the NCR GDX, the Internet and the NCRnet through the reverse proxy device.  

The use of network engineers became invaluable to our success.

In addition to the network engineers, our solutions architects and developers had to be familiar and capable of 

troubleshooting and resolving issues that were most of the time interrelated with networking issues as opposed to 

solely residing within the application code.  Issues would arise that were not strictly codebase, and our architects and 

developers had to perform complex troubleshooting across not just the application but across the different networks, 

proxy appliance, software proxies, etc. in order to identify the issue for resolution.


